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Virtually unrestricted NSA data mining tramples on Fourth Amendment rights brazenly. In
December 2013, Federal District Court of the District of Columbia Judge Richard Leon ruled
NSA spying unconstitutional, saying:

The threshold issue is whether plaintiffs have a reasonable expectation of
privacy that is violated when the Government indiscriminately collects their
telephone metadata along with the metadata of hundreds of millions of other
citizens without any particularized suspicion of wrongdoing, retains all of that
metadata for five years, and then queries, analyzes, and investigates that data
without prior judicial approval of the investigative targets.

| cannot imagine a more ‘indiscriminate’ and ‘arbitrary’ invasion than this
systematic and high-tech collection and retention of personal data on virtually
every single citizen for purposes of querying and analyzing it without prior
judicial approval.

Surely, such a program infringes on ‘that degree of privacy’ that the founders
enshrined in the Fourth Amendment.

On Friday, the DC Circuit Court of Appeals overruled him. It's perhaps America’s most
extremist appeals court. People for the American Way (PFAW) explained its character and
power as follows:

Despite progressive victories in 2012, the far right’s outsized influence on the
United States Court of Appeals for the District of Columbia Circuit gives them
the power to undermine progressive laws and thwart the agenda that
Americans elected President Obama to pursue.

This court’s decisions affect the entire country, making it second only to the
Supreme Court in national importance. (It's) dominated by right-wing
ideologues who are deeply hostile to the use of a robust federal government to
tackle national problems and make our lives better.

It has exclusive judicial authority over federal agency decisions and regulations affecting
everyone. Its rulings are “almost guaranteed to be the last (judicial) word,” said PFAW.

The_Electronic Frontier Foundation (EFF) called its Friday ruling “disappointing and, worse,
based on a mistaken concern about the underlying facts.”
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It remanded the case back to Judge Richard Leon. Klayman plaintiffs must prove the
impossible - provide evidence that their phone records were collected. No ruling was
rendered on metadata collection constitutionality. Friday’sdecision effectively endorsed it.

EFF explained recent government “releases...make clear that the plaintiffs’ records were in
fact collected.” Documents obtained from a New York Times FOIA request revealed Verizon
Wireless collects bulk telephone records of its subscribers without their knowledge - at least
since 2010, likely earlier.

“The government should give up its shell game here and admit the time frame that it
collected the Klayman plaintiffs records, along with all other Verizon Wireless customers,”
said EFF.

Most important is unconstitutional mass NSA spying on virtually all Americans - for phony
national security reasons. An earlier article explained the following:

In June 2013, the ACLU challenged “the constitutionality of the National
Security Agency’s mass collection of Americans’ phone records (ACLU v.
Clapper).

It argued that doing so violates Fourth and First Amendment rights, saying:

Because the NSA’s aggregation of metadata constitutes an invasion of privacy
and an unreasonable search, it is unconstitutional under the Fourth
Amendment.

The call-tracking program also violates the First Amendment, because it
vacuums up sensitive information about associational and expressive activity.

NSA claims authorization under the Patriot Act’'s Section 215 - the so-called “business
records” provision.

It permits warrantless searches without probable cause. It violates fundamental First
Amendment rights. It does so by mandating secrecy.

It prohibits targeted subjects from telling others what's happening to them. It compromises
free expression, assembly and association.

It authorizes the FBI to investigate anyone based on what they say, write, or do with regard
to groups they belong to or associate with.

It violates Fourth and Fifth Amendment protections by not telling targeted subjects their
privacy was compromised. It subverts fundamental freedoms for contrived, exaggerated, or
nonexistent security reasons.

At the time of its suit, the ACLU said “(w)hatever Section 215’s ‘relevance’ requirement
might allow, it does not permit the government to cast a seven-year dragnet sweeping up
every phone call made or received by Americans.”

The 1978 Foreign Intelligence Surveillance Act (FISA) authorized surveillance relating to



“foreign intelligence information” between “foreign powers” and “agents of foreign powers.”

It restricts spying on US citizens and residents to those engaged in espionage in America
and territory under US control.

No longer. Today anything goes. America is a total surveillance society. Obama officials
claim no authority can challenge them. Governing this way is called tyranny.

The US Second Circuit Court of Appeals agreed. It held Section 215 of the USA Patriot Act
doesn’t permit bulk collection of Americans’ phone records. A three-judge panel ruled
unanimously - overturning a lower court decision.

The Obama administration argued that the ACLU lacked “standing” to challenge NSA
surveillance practices, and Congress “precluded” judicial review except by the secret
Foreign Intelligence Surveillance Court most often only hearing government arguments.

The appeals court rejected this reasoning, saying:

If the government is correct, it could use Section 215 to collect and store in
bulk any other existing metadata available anywhere in the private sector,
including metadata associated with financial records, medical records, and
electronic communications (including e-mail and social media information)
relating to all Americans.

Such expansive development of government repositories of formerly private
records would be an unprecedented contraction of the privacy expectations of
all Americans.

The DC Circuit Appeals Court refused to strike down mass data-mining - violating the
constitutional rights of millions of Americans - effectively supporting tyranny by not
opposing it.

“Instead, it endorsed the government’s argument that no public, adversarial court can
review its actions unless those seeking review can prove with some certainty that they were
one of the millions whose records were collected,” said EFF.

Its ruling requires mass data mining challengers to “perform an almost impossible task -
proving the still secret details of an admitted mass surveillance program in order to have a
court determine whether it is constitutional.”

The ruling further erodes freedom in America, fast disappearing altogether. It's a triumph for
tyranny. EFF said it'll “continue to fight to hold the NSA accountable for mass collection of
Americans’ private information. Our phone and Internet networks should be protected from
unfettered government spying.”

Enactment of the Orwellian USA Freedom Act (the renamed Patriot Act) changed little. NSA
and other US spy agencies continue trampling on constitutional protections.

Big Brother is real. Unconstitutional mass surveillance is official US policy. It's one of the
most defining characteristics of unchecked police state power.

Edward Snowden said he “do(esn’t) want to live in a world where there’s no privacy and



therefore no room for intellectual exploration and creativity.”
Nor should anyone tolerate unconstitutional intrusiveness.
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