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Contemporary geopolitical struggle concepts invariably include provisions concerning the
creation and functioning of “networks.” The sense of a “net” or a “network principle” lies in
the exchange of information, the maximum possible expansion of information production,
access, distribution, and feedback. The “net” is the main element of information space, in
which information operations are carried out with the aim of achieving political, economic,
informational,  technical,  and  military  objectives.  “Network”  as  a  system in  the  global
understanding of the term includes several elements which earlier used to be viewed as
strictly separate phenomena.

The  basic  principle  of  conducting  modern  geopolitical  struggle  is  “net-centrism.”  This
principle based on three postulates.

1. The modern world is defined not only by transport corridors with associated
flows  of  goods  and  services,  but  also  informational  and  communications
networks,  which  form  the  skeleton  of  the  global  information  space.

2.  The global  historical  process is  a unified, global  process of  conflict,  mutual
help, or neutral coexistence of human societies organized along hierarchical
(vertical)  and  also  network  (horizontal)  principles,  with  the  net-centric
(horizontal) possibly becoming dominant in the future. Vertical and horizontal
network  structures,  with  varying  origin,  purpose,  numerical  strength,
geographic and temporal boundaries, and legal status, are both the objects
and subjects of the global historical process whose interaction facilitates the
emergence of new structures and connections.

3.  The  dynamically  developing  of  artificial  (electronic)  networks  which
intertwine  and  interact  with  psycho-social  networks  and  amount  to  a
qualitatively new social phenomenon, are a unique feature of the informational
network  skeleton  of  the  future  global  society.  That  phenomenon  is  identified
within  the  net-centric  information  war  concept  as  SPIN—Segmented,
Polycentric, Ideologically integrated Network. We should note that Microsoft
offered  a  more  precise  definition  of  this  phenomenon,  namely  “electronic
nervous  system,”  or  ENS.

The main global actor systematically using the net-centric principle in geopolitical struggle is
the USA. Its executive actors are the mutually intertwined state agencies, corporations, and
international network structures.

The international networks structures, which are usually referred to as “behind the scenes
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actors”, and which are the basic initiators of the process of globalization, are essentially a
network  of  highly  influential  NGOs  which  form  the  Euro-Atlantic’s  globalists  (or  Western)
ideological “super-community” and which are closed to outsiders. Such network structure
can  exert  serious  pressure  on  the  whole  of  global  political  environment,  financial  system,
economy, through its representatives and lower-rank international entities. They can also
make and implement decisions to effect a change of regime and course of development of
selected countries.

Relying  on  the  mobilization  of  net-centric  assets  located  under  the  control  of  these
representatives,  the  Euro-Atlantic’s  globalists  “super-community”can  effect  a  “soft”
resolution  of  a  wide  range  of  clearly  defined  and  coordinated  domestic  and  international
political problems.  Global direction and control can be effected thanks to the existence of
such a distributed and hierarchically ordered meta-net-centric organization whose upper
echelons are represented by networks which belong to the Western “super-community”. The
individuals being directed may not even understand that he is being directed, and even if he
does,  he  will  not  be  able  to  figure  out  from where  the  directions  are  emanating  and  who
bears responsibility for it.

The main content of all “net-centric wars” consists of “effects-based operations” (EBO). This
is the most important concept in the entire net-centric warfare theory developed in the US.
EBO are defined by US specialists as a “combination of actions aimed at forming a specific
model of behavior among friends, neutral forces, and enemies during peace, crisis, and
war.”  (Edward  A.  Smith,  Jr.  Effects  based  Operations.  Applying  Network  centric  Warfare  in
Peace,  Crisis  and  War,  Washington,  DC:  DoD  CCRP,  2002.)  EBO’s  main  result  is  the
establishment  of  full  and  absolute  control  over  all  parties  to  the  conflict  (including  armed
conflict),  and  their  complete  manipulation  under  all  circumstances.  Including  when  the
conflict  is  ongoing,  when  it  is  threatening,  and  when  there  is  peace.

The essence of “net-centric warfare” is that it does not have a beginning or an end, it is
being conducted on a permanent basis,  and its objective is to ensure that the parties
conducting  the  war  have  the  ability  to  effect  comprehensive  control  over  all  international
actors. Embedding the “network” deprives countries, nations, armies, and governments of
all vestiges of independence, sovereignty, and even separate existence, transforming them
into closely controlled, programmed objects. It allows the implementation of a new model of
direct planetary control, of global dominion of a new type, where the content, motivation,
actions, and intentions of international actors are all subject to outside direction.

It’s a design for global manipulation and total control on a world scale. That is apparent from
the EBO definition. EBO tasks include forming a behavior structure not only among friends,
but also neutrals and enemies, in other words, both enemies and neutrals act in accordance
with a scenario imposed on them and are driven not by their own will but by the will of the
EBO executors. If enemies, friends, and neutrals do that which the Americans want them to
do, they become puppets even before their ultimate defeat. The battle is won before it even
begins. EBO are conducted concurrently with military operations, during crises and during
peacetime, which reflects the total character of net-centric wars.

A net-centric war’s strategic objective is the absolute control over all the participants of the
political  process on a global  scale.  Its  tactical  objective is  to establish the geopolitical
aggressor’s control over the victim state’s assets, with the “transfer” largely taking place in
a willing and voluntary manner since the attack is not perceived as aggression but rather as
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an impulse toward further development.

This makes net-centric war far more complex to implement than a traditional “hot” war, but
it is also vastly more effective. Results of “hot wars” are usually challenged and dissipated
over time (as shown by World Wars I and, especially, II). The effects of net-centric wars can
last for centuries, until the aggressors and their basic needs change.

Net-centric war’s main front is located in the mental space, with the enemy’s goal being the
destruction  of  traditional  basic  values  of  a  given  nation  and  implanting  its  own.  The
existence and structure of  this  type of  war cannot be perceived on the level  of  mass
consciousness. If the political elite of a society that is being targeted by net-centric war is
not sufficiently qualified to identify this type of aggression and organize suitable response,
the society itself is doomed to a crushing geopolitical defeat.

Specialists note another characteristic peculiar to net-centric wars, namely the absence of a
rigid structure within the aggressor entity. We’d like to point out that it is due to the high
degree  of  heterogeneity  among  the  entity’s  institutional  elements.  Individual  and
comparatively autonomous state and non-state elements of the aggressor are not part of
some vertical hierarchy, instead they are connected by irregular horizontal interactions. The
absence  of  hierarchy  and  regularity  of  interaction  makes  it  difficult  to  clearly  identify  the
existence and activities of the aggressor.

Due to the peculiar nature of NCW (Net-Centric Warfare), its technological structure (or the
sum total of social technologies used to attack the target society) is very complex. NCW
technologies  include  “multi-step  combinations  and  intrigues  whose  instigators  are  not
evident, a wide spectrum of means of influence, and using individuals who are ignorant of
their  role.”   Most  importantly,  according  to  US  experts,  NCW  is  a  post-industrial
informational  post-modern  era  differ  from  ordinary  wars  of  industrial  modern  era  by  their
desire to achieve an outwardly bloodless reapportionment of territories and resources. The
objective is to sustain the image “developed democracies’” which are conducting NCWs in a
wide variety of geopolitical contexts under the slogan of protecting human rights. In an era
of  total  “humanization”,  conducting  combat  operations  is  viewed  as  a  flawed  option.  The
world  society  sleeps  better  if  outwardly  everything  looks  fine.  Thanks  to  modern
technologies  and  gathered  experience,  even  genocide  can  be  pursued  without  gas
chambers and mass shootings. It’s enough to create conditions to reduce birth rates and
raise death rates.  Success can also be achieved by dumbing down the nation through
changing its stereotypes and behavior norms so that even an escalation of events to the
level of violence is perceived as natural.

Today one of the characteristic manifestations of NCW in a globalizing world are “color
revolutions”.  A Color  Revolution (CR)  is  a  net-centric  operation whose objective is  the
removal of existing political regimes in another country. It is based on “non-violent struggle”
methods  developed  by  George  Sharp  in  the  1980s  (a  US  product,  one  of  net-centric
technologies).  The  CR concept  implies  establishing  full  control  over  a  country  and  its
territory without the use of armed force, if possible. It can be achieved by applying “soft
power”  which  US  political  scientist  Joseph  Nye  Jr.  defines  as  a  state’s  (or  alliance’s  or
coalition’s)  ability  achieve  desired  international  results  through  persuasion  and  not
suppression, imposition, or compellence, which is characteristic of “hard power.” Soft power
achieves its effect by inducing others to adhere to certain international norms of behavior,
which leads to the desired outcome without applying compellence.
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Color Revolution consequences.

For states and political systems, CRs contain aspects of colonialism. The interests of the
target  society  are  not  taken into  consideration,  it  is  expendable  “spare  change.”  The
“revolutionaries”  are  the  first  to  vanish  from stage and,  often,  from life  itself.  People  who
sincerely begin to believe in CR ideals without suspecting that those ideals have been
induced are the fuel for such revolutions, and are also expendable. The society itself is
destabilized, social foundations are undermined, the respect for government disappears,
dissatisfaction increases, and economy is in anything but a normal state. These are the ideal
conditions to impose Western social models. US enters the country.

CR brings no benefit to the country’s political forces or society. The only beneficiary is the
USA, which establishes a painless, non-violent, “soft” control over its new territory.

Modern Georgia  is  an example.  It  lost  its  sovereignty  after  the “Revolution of  Roses”
triggered serious transformations, destabilized the society, and led to the loss of about 20%
of the country’s territory. Georgia is the most important US bridgehead in the Caucasus. It is
so for a number of reasons:

– Georgia is an element of the Caucasus isthmus through which Russia obtains
direct contact with Iran with which it wants to establish a strategic relationship.

– Georgia is a base for a force build-up and projection throughout the entire
Caspian region, including Russia.
– Georgia is a transit country for energy resources from the Caspian to Europe.

Pursuing the main task of US geopolitics related to Russia and Caspian, the US took Georgia
from  under  the  last  vestiges  of  Russia’s  geopolitical  influence  and  subjected  it  to  its  own
direct geopolitical control. Georgia adopted an Atlanticist development vector and lost the
last remnants of its sovereignty.

There are a number of other important factors.

1. The US seeks to establish direct military and strategic control over Azerbaijan and
Armenia. Leaders of Azerbaijan are certain that the opposition demonstrations in March
of 2011 and the planned attempts to oppose the existing constitutional order were
organized from outside the country.

2. In order to ensure partnership with the EU, and particularly with Germany, the US
created a cordon sannitaire extending from the cold northern seas through the Baltic
States, Ukraine, Moldova, toward Georgia. Belarus is at the moment a breach in the
cordon, with Poland filling that breach. The belt, consisting of Ukraine, Latvia, Lithuania,
Estonia, Moldova, and Georgia, which cuts Russia off from Europe, was created by the
US in order to achieve their top geopolitical objectives through the sequential initiation
of CRs in these countries as part of the NCW against Russia.

In the last 20 years, US and NATO transformed Ukraine into a country hostile to Russia
also through the application of net-centric technologies. The 2014 coup and 2014-2015
civil  war  were  initiated  by  the  US,  which  also  provided  informational,  financial,  and
military  support.  Ukraine’s  domestic  and foreign policies  are  strictly  anti-Russia  in
character.
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3. Uzbekistan and Kirgiziya will remain key US geopolitical presence platforms in Central
Asia. US will never abandon the intent to establish full control over the region. It will
periodically destabilize the situation there in order to take Uzbekistan and Kirgiziya
under control.

Usually such unsuccessful “velvet” coup attempts of the sort we observed in Uzbek
Andijan or in the somewhat confusing “revolution cascade” in Kirgiziya are followed by
harsher scenarios. The level of pressure is gradually increased. The “velvet” scenario is
replaced by a harder line,  including clashes with police,  first  casualties,  pogroms,  and
then, as a rule, the situation is destabilized along ethnic lines since it is the hardest type
of  conflict  to resolve.  These actions are accompanied by a parallel  creation of  several
social instability epicenters, the rise in economic problems, disruptions of the social
situation,  and a  general  domestic  political  polarization.  The goal  is  to  force these
countries’ leaders to agree that they have lost control, that they no longer have power.

The outcome is the country’s territory passing under US control. The CR, should it be
successful  or  semi-successful,  is  followed  by  more  direct  approaches  which  can
ultimately lead to military operations as in Iraq and Libya.

Being a nuclear weapons state, Russia is considered by the US and NATO one of its main
geopolitical adversaries. The current key geopolitical US objective is a regime change in
Russia consisting of removing Vladimir Putin and his team from power. Analysis suggests
that at the moment Ukraine, Caucasus, and Central Asia are the most advantageous places
for the US to use in order to ratchet up pressure on Russian leadership. Maintaining the
potential for violence in these locations will continue until they find a new, fresher source of
conflict on Russian territory, with a potential for successful separatism, which could become
a constant source of externally induced political pressure on Russian leadership.
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