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A screenshot from the title page of a leaked 130-page Final Report of the Ukraine War Disinfo Working
Group commissioned by the British Foreign, Commonwealth & Development Office (FCDO) and the U.K.-
based Zinc Network’s Open Information Partnership. Despite the studied 10 week period ending in April,
the report was internally released earlier this month. The ten studied European regions are highlighted

in blue. Leaked report from U.S. Special Ops contractor and NATO-partnered think-tanks defines
criticism of NATO as disinfo. Recommends “coordinated action to pressure social media and digital

market actors”.

A  leaked  130-page  report  made  public  here  for  the  first  time  documents  an  international
censorship  campaign  funded  by  the  British  government  and  led  by  a  public  relations
contractor  for  U.S.  Special  Operations  Forces.  The  basic  strategy  is  to  redefine
“disinformation” to include even factual criticism of the U.S. military or the North Atlantic
Treaty Organization (NATO), and then to exert “coordinated action to pressure social media
and digital market actors” to “moderate” such speech. The previously secret report also
recommends  “intensifying  cooperation  among  the  intelligence  agencies  within  the  EU
[European Union]”, which in the past has included Ukrainian intelligence conducting what it
described as a “multi-level  special  operation” in Spain to arrest a critical  journalist  for
treason over his YouTube broadcasts.

https://techinquiry.org/docs/OIP-DisinfoUkraine.pdf
https://www.gov.uk/government/organisations/foreign-commonwealth-development-office/about
https://zincnetwork.com/
https://openinformationpartnership.org/
https://techinquiry.org/docs/OIP-DisinfoUkraine.pdf
https://www.politico.eu/article/spain-arrests-ukrainian-blogger-accused-by-kyiv-of-high-treason/
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A screenshot of the introduction to the leaked final report of Open Information Partnership’s Ukraine
War Disinfo Working Group. The term “disinformation” is defined to include large categories of verifiably
true criticisms of Western governments, including those deemed “emotive” or to have originated from

an anonymous source. Such a definition of disinformation is even more expansive than
“malinformation”, which is generally understood as factual information shared out of context.

The  international  effort  is  coordinated  by  the  U.K.-based  government  public  relations
contractor Zinc Network, which rose to prominence more than two years ago as the subject
of the first piece of investigative journalism to be forceably labeled by Twitter as potentially
obtained  through  hacking.  Despite  being  based  upon  documents  implicitly  confirmed  as
authentic,  the  reporting  was  arguably  panned  by  major  U.S.  outlets  because  of  the
embarrassing  ties  it  revealed  between  Western  intelligence  agencies  and  prominent
investigative journalism.

Based upon a fresh leak of a report internally released by the Ukraine War Disinfo Working
Group  of  Zinc’s  Open  Information  Partnership  (OIP)  earlier  this  month,  the  author  is
independently  concluding that  the U.K.  government-funded network of  think tanks and
investigative journalists has recommended a coordinated campaign to pressure social media
companies and “digital market actors” into suppressing even factual criticism of NATO-
aligned governments.

We are further revealing from public procurement records that Zinc Network received more
than $500,000 from a direct contract with U.S. Special Operations Command in Kenya and
more than $3 million from a subcontract  with U.S.  Army Europe and Africa under the

https://techinquiry.org/docs/OIP-DisinfoUkraine.pdf
https://thegrayzone.com/2021/02/20/reuters-bbc-uk-foreign-office-russian-media/
https://mashable.com/article/twitter-hacked-materials-warning-label
https://www.usaspending.gov/award/CONT_AWD_H9227619P0094_9700_-NONE-_-NONE-
https://www.usaspending.gov/award/CONT_AWD_47QFCA20F0002_4732_GS00Q14OADU121_4732
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controversial U.S. intelligence contractor CACI. (Last month a federal judge again refused to
dismiss a lawsuit against CACI regarding its alleged support for U.S. military torture in the
Abu Ghraib prison.)

Much of the polarization surrounding The Grayzone’s reporting centered on OIP’s previous
partnership  with  the  influential  investigatory  nonprofit  Bellingcat,  whom
Zinc  funded with  more  than  65,000 euros  between 2019 and 2021.  Grayzone’s  2021
publication noted that one of the potential Bellingcat trainers named in Zinc’s documents
was Christiaan Triebert, who subsequently moved to the Visual Investigations team of The
New York Times. Bellingcat’s former director of training and research, Aric Toler, recently
joined the same team.

Zinc Network and Bellingcat did not respond to detailed requests for comment sent two
days before publication. Additional emails to the two official public accounts associated with
OIP bounced due to the author’s email address not being on a pre-approved list, but both
Zinc  and  its  OIP  team  confirmed  receipt  directly  before  the  requested  response  deadline.
This article will be updated if any of the organizations provide a post-publication comment.

The former head of the U.S. Department of Homeland Security’s short-lived Disinformation
Governance Board, Nina Jankowicz, has also prominently advertised their role as a member
of OIP’s advisory board. Much of the concern surrounding such a content moderation board
within DHS stemmed from fears that it could become a tool for suppressing even factual
critiques of the U.S. Government — an overt aim of the newly public OIP report.

A screenshot from the second page of the leaked final report of the Ukraine War Disinfo Working Group
which details the distribution of narrative analysis tasks to eleven different organizations.

The Ukraine War Disinfo Working Group’s study was largely outsourced by Zinc to eleven
separate  organizations:  the  Ukrainian  narrative  surveillance  firm  LetsData  led  the  social
media data collection and network analysis, while each of the ten Eastern European regions
of  study was handled by a separate think tank.  For example,  analysis  of  Ukraine was
assigned to Detector Media, whose 2020 annual report listed the U.S. Embassy in Ukraine,
the  U.S.  Agency  for  International  Development,  OIP,  and  the  Ministry  of  Foreign  Affairs  of
Denmark as funders.

The number one target of Detector’s campaign in Ukraine, journalist and politician Anatoliy

https://apnews.com/article/abu-ghraib-lawsuit-caci-torture-virginia-iraq-7ea9c063161d204c2b35e9e05a4f0bf2
https://www.newyorker.com/magazine/2004/05/10/torture-at-abu-ghraib
https://www.bellingcat.com/app/uploads/2022/05/Bellingcat-Annual-Report-2021.pdf
https://www.bellingcat.com/app/uploads/2022/05/Bellingcat-Annual-Accounts-2021-pw.pdf
https://www.bellingcat.com/app/uploads/2022/02/Bellingcat-Annual-Report-2020p.pdf
https://www.bellingcat.com/app/uploads/2021/05/Bellingcat-Annual-Accounts-2020-1.pdf
https://www.nytimes.com/by/christiaan-triebert
https://www.nytimes.com/by/aric-toler
https://www.reuters.com/world/us/us-advisers-say-no-need-disinformation-governance-board-2022-07-19/
https://web.archive.org/web/20230805165143/https://pulitzercenter.org/people/nina-jankowicz
https://theintercept.com/2022/10/31/social-media-disinformation-dhs/
https://techinquiry.org/docs/OIP-DisinfoUkraine.pdf
https://letsdata.net/
https://web.archive.org/web/20230924141604/https://en.detector.media/post/another-brick-in-the-wall-the-strategy-of-russian-propaganda-in-leveraging-celebrities-to-legitimize-its-narratives
https://web.archive.org/web/20230924043100/https://go.detector.media/wp-content/uploads/2022/02/dm_annual_report-2020_web_2.pdf
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Shariy, has been twice charged with treason by the Security Service of Ukraine (SBU). The
first  charge,  for  posting  a  map of  Ukraine  to  his  YouTube  channel  which  excluded  Crimea
and  the  Donbas,  resulted  in  his  brief  arrest  in  Spain  as  a  result  of  what  the  SBU
itself described as a “multi-level special operation”. The second charge was announced in
July through the SBU’s Telegram channel, based on an accusation that Shariy provided
filming advice to Russian intelligence.

A screenshot from Detector Media’s list of “Key actors” for “pro-Russian” narratives in Ukraine from
page 125 of the final report of Open Information Partnership’s Ukraine War Disinfo Working Group.
Detector’s primary target, journalist Anatoliy Shariy, has twice been charged with treason by the

Security Service of Ukraine (SBU). Shariy was temporarily arrested in Spain last year through what the
SBU labeled a “multi-level special operation” in response to posting a map of Ukraine to his YouTube

channel which excluded the occupied regions of Crimea and the Donbas.

Leaked emails from the Twitter Files revealed that the U.S. Federal Bureau of Investigation
(FBI) forwarded requests from the SBU to Twitter which included a demand to censor both
Shariy and Canadian journalist Aaron Maté. Maté is perhaps the second most prominent
contributor  to The Grayzone behind founding editor Max Blumenthal, whom OIP names
alongside  Columbia  professor  Jeffrey  Sachs  as  an  influential  American  figure  in  “pro-
Russian” narratives in Belarus. The SBU’s request for Twitter to censor Shariy and Maté
came one year after Grayzone’s exposé of Zinc’s Open Information Partnership.

The OIP working group’s recent recommendation of “coordinated action to pressure social
media and digital market actors” to censor even factual journalism is laid out in the leaked

https://www.politico.eu/article/spain-arrests-ukrainian-blogger-accused-by-kyiv-of-high-treason/
https://freedomhouse.org/country/ukraine/freedom-net/2021
https://apnews.com/article/russia-ukraine-europe-arrests-spain-madrid-d83003c62d7d65e5b898d03268706622
https://www.facebook.com/SecurSerUkraine/posts/352186520341598
https://www.politico.eu/article/spain-arrests-ukrainian-blogger-accused-by-kyiv-of-high-treason/
https://t.me/SBUkr/8886
https://techinquiry.org/docs/OIP-DisinfoUkraine.pdf
https://mate.substack.com/p/fbi-helps-ukraine-censor-twitter
https://thegrayzone.com/author/aaron-mate/
https://www.sipa.columbia.edu/communities-connections/faculty/jeffrey-sachs
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final  report.  The  first  page  of  its  introduction  defines  disinformation  to  include  even
verifiable criticisms of NATO, with two such explicit categories including “Content based on
verifiable  information  which…uses  emotive  or  inflammatory  language”  and  “Not-
attributable…information which fits with existing pro-Kremlin narratives, aims or activities”.
Under a non-partisan extension of this system, the U.S. Congressman-endorsed online troll
army known as the North Atlantic Fella Organization (NAFO) would have its communications
labeled as disinformation, regardless of the veracity of its individual arguments. But OIP’s
targets are instead influential journalists who report critically on NATO.

The basic methodology of the report was to collect 50 postings each week using keyword
searches on individually  selected “pro-Russian” information sources in  each of  the ten
studied regions, typically taking 35 of the 50 posts from social media such as Telegram and
Facebook and 15 from online media outlets. U.S. Army Cyber Command has similarly been
purchasing bulk copies of the public content of social media platforms such as Facebook and
Twitter as part of its mission to protect the “NATO brand”, as was revealed by the author in
April.

(Twelve pages of the Ukraine War Disinfo Working Group’s final report were made public six
days  ago  on  LinkedIn  by  the  Lithuanian  non-profit  Civic  Resilience  Initiative  (CIR),  which
handled the Baltics region for the group. Several weekly reports from OIP’s study were
also  published  by  Political  Capital,  the  Hungarian  think  tank  tasked  with  monitoring
narratives in its own country. While of a similar format, the weekly reports do not contain,
for  example,  the  final  report’s  noteworthy  recommendation  of  a  coordinated  pressure
campaign against social media companies and “digital market actors”. CIR’s twelve pages
similarly are focused on the Baltics and do not contain the full report’s more controversial
definitions or recommendations.)

A screenshot from the ninth page of the leaked final report of the Ukraine War Disinfo Working Group
commissioned by the Zinc Network’s Open Information Partnership with funding from the U.K. Foreign,

Commonwealth & Development Office. The contained text explains the group’s methodology for

https://news.yahoo.com/republican-rep-adam-kinzinger-on-the-gop-nafo-and-reasons-to-escalate-in-ukraine-222222209.html
https://www.washingtonpost.com/world/2022/09/01/nafo-ukraine-russia/
https://www.washingtonpost.com/world/2022/09/01/nafo-ukraine-russia/
https://theintercept.com/2023/04/27/army-cyber-command-nato-social-media/
https://jackpoulson.substack.com/p/pentagon-is-combining-corporate-records
https://www.linkedin.com/posts/civic-resilience-initiative_ukraine-war-disinfo-working-group-report-activity-7109850578129711104-kgYA
https://cri.lt/#about
https://politicalcapital.hu/pc-admin/source/bejegyzesek/Zinc%20Ukrajna%20Monitor_2023/UWG%20Monitoring%20Report%20%239_%2024-30.04.2023.pdf
https://politicalcapital.hu/pc-admin/source/bejegyzesek/Zinc%20Ukrajna%20Monitor_2023/UWG%20Monitoring%20Report%20%238_15-23.04.2023.pdf
https://politicalcapital.hu/pc-admin/source/bejegyzesek/Zinc%20Ukrajna%20Monitor_2023/UWG%20Monitoring%20Report%20%237_08-14.04.2023.pdf
https://web.archive.org/web/20230925124838/https://politicalcapital.hu/news.php?article_id=3191
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surveilling “pro-Russian narratives” on select Telegram and Facebook accounts, as well as in targeted
media outlets, through a partnership with the Ukrainian company LetsData.

The leaked U.K. government-funded report explicitly warns against usage of the phrase “the
West”, arguing that “This may fuel the narrative that the so-called ‘collective West’ exerts
undue  control  over  Ukraine.”  On  the  other  hand,  the  final  pages  of  the  report  argue  that
“intelligence agencies across Europe can and should do more and they require a more
unified  approach  [emphasis  theirs]”.  The  group  further  recommends  “Improving  and
intensifying cooperation among the intelligence agencies within the EU with the focus on
malign foreign information influence.”
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